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1
Decision/action requested

Approve the changes for inclusion in the living document: draftCR of eNA_Ph3
2
References

[1]
3GPP TR 33.738 "Study on security aspects of enablers for Network Automation for 5G - phase 3"
3
Rationale

The contribution proposes to add general call flow for protection of analytics exchange in roaming case.
4
Detailed proposal

************ START OF CHANGES ************

X.a
Protection of data and analytics exchange in roaming case


X.a.w Protection of analytics exchange in roaming case
X.a.w.1 OAuth 2.0 based solution

[image: image1.emf]NWDAF 1 NRF 2 NWDAF 2

PLMN1 PLMN2

3. Issue allowed analytics list 

in token according to serving 

PLMN ID

7. Verify whether 

requested analytics is 

allowed based on token 

 1. Nnrf_AccessToken_Get Request (NF 

consumer type, target NF type, Home and 

Serving PLMN IDs, requested analytics)

4. Nnrf_AccessToken_Get response

(token (allowed analytics list))

NRF 1

2. Nnrf_AccessToken_Get Request 

(NF consumer type, target NF type, 

Home and Serving PLMN IDs, 

requested analytics)

0. Pre-config allowed 

analytics list per-PLMN

5. Nnrf_AccessToken_Get response

(token (allowed analytics list))

8. Nnwdaf_RoamingAnalytics_Response/Notify(Analytics)

6. Nnwdaf_RoamingAnalytics_Subscribe/Request (requested analytics, token (allowed analytics list))


X.a.w.1-1: Authorization of analytics exchange in roaming case
0. NRF 2 shall be preconfigured with allowed analytics lists per PLMN to indicate which analytics is allowed to be provided to other PLMNs, e.g, PLMN ID1: analytics ID 1, analytics ID 2.
1. NWDAF 1 shall send token request to the NRF 1. The request shall include the NWDAF 2 ID, appended with its PLMN ID 2, the expected NF Service name, NWDAF 1 ID appended with its PLMN ID 1, and optionally "additional scope" information (requested analytics, e.g. analytics ID 1).
2. NRF 1 shall forward the token request to NRF 2. 
3. The NRF 2 shall check whether the NWDAF 1 is authorized to use the requested analytics according to the pre-configuration and the serving PLMN ID and shall then proceed to generate an access token with the appropriate claims included. If the NWDAF 1 is not authorized, the NRF 2 shall not issue an access token to the NWDAF 1. 
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NWDAF 1 appended with its PLMN ID (subject), NF Instance Id of the NWDAF 2 appended with its PLMN ID (audience), expected service name(s) and allowed analytics list related to the serving PLMN ID (scope) and expiration time (expiration). 
NOTE x: 
Include allowed analytics list in the claim of token is used to decrease times of token request.
4. The token shall be included in the Nnrf_AccessToken_Get response sent to the NRF 1. 
5. The NRF 1 shall forward the Nnrf_AccessToken_Get response message to the NWDAF 1. The NWDAF 1 may store the received token. The stored token may be re-used for accessing analytic(s) from NWDAF 2 listed in claims (scope, audience) during their validity time.
6. NWDAF 1 sends Nnwdaf_RoamingAnalytics_Subscribe message with requested analytics and the token to the NWDAF 2.

7. The NWDAF 2 verifies the service request, including verifying token, and whether the allowed analytics list in the token covering with the requested data. 
8. The NWDAF 2 returns the requested analytics to the NWDAF 1.
NOTE y: 
The specific roaming NWDAF producer is responsible to control the amount of exposed analytics and to abstract or hide internal network aspects in the exposed analytics. The corresponding mechanisms used to restrict the analytics and/or anonymization are subject to the implementation
X.a.w.2 Static authorization
The specific roaming NWDAF producer shall be preconfigured with allowed analytics lists per PLMN to indicate which analytics is allowed to be provided to other PLMNs, e.g, PLMN ID1: analytics ID 1, analytics ID 2. Upon receiving Nnwdaf_RoamingAnalytics_Subscribe message, the specific roaming NWDAF producer shall check whether the NWDAF consumer is authorized to use the requested analytics according to the pre-configuration and the NWDAF consumer’s PLMN ID. 
NOTE z: 
The specific roaming NWDAF producer is responsible to control the amount of exposed analytics and to abstract or hide internal network aspects in the exposed analytics. The corresponding mechanisms used to restrict the analytics and/or anonymization are subject to the implementation
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